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A view from 1996 

In 1996 Privacy International concluded from a survey of ID cards around the world:  

“An analysis of identity cards around the world reveals a number of interesting patterns. The most significant of these is that virtually no common law country has a card. Nor does the economic or political development of a country necessarily determine whether it has a card. Neither Mexico nor Bangladesh have an ID card. ... Generally speaking, however, the vast majority of developing countries have either an ID card system or a document system, often based on regional rather than national authorization.”

It warned of the dangers of ‘function creep’:

“It is clear that any official ID system will ultimately extend into more and more functions. Any claim that an official card is voluntary should not imply that a card will be any less of an internal passport than would a compulsory card. Indeed a voluntary card may suffer the shortcoming of limited protections in law.”

It concluded concerning the privacy dangers:

“In short, the implications are profound. The existence of a person’s life story in a hundred unrelated databases is one important condition that protects privacy. The bringing together of these separate information centers creates a major privacy vulnerability. Any multi-purpose national ID card has this effect.”

Which ID systems most endanger privacy?

Every jurisdiction issues identity (ID) documents to it citizens and residents to identify them for some purposes, such as driver’s licences or passports. Most such documents are not universally-held because not every citizen/resident needs to obtain one: driver’s licences and passports are not compulsory. They are therefore not able to be the basis of a universal identification system within a jurisdiction. 

Where ID numbers or ID cards are compulsory, either from birth or from a certain age, they can facilitate such universal ID systems. Many ID systems are de jure optional but de facto compulsory in practice, and they must be included in any such analysis. ID systems which raise concerns almost always involve identification numbers (ID numbers) unique  to an individual in relation to the operation of the scheme,  though sometimes children may utilise the same ID number as a parent.

Where ID numbers are only used for a single purpose, and it is not lawful (or at least not convenient) for them to be used for other purposes, the introduction is usually not controversial. The controversial use of identity numbers and documents, on grounds of dangers to privacy, is most intense where they are (i) compulsory for everyone in a jurisdiction (usually national not regional) and therefore universal; (ii) multi-purpose, either by law or de facto; and (iii) embodied in a convenient token (an ID card).  An ID number can be embodied in more than one token.

The degree of dangers to privacy increases when the card contains (iv) a photograph (more so if it also contains any other biometric identifiers); and (v) a chip (usually called a ‘smart card’), more so if it is capable of being read at a distance (‘contactless’) rather than requiring physical contact to be read. Privacy dangers are more intense if it is compulsory to carry the card at all times, and if the card records group classifications such as religious or ethnic status.

This article is therefore primarily concerned with compulsory national multi-purpose ID cards, particularly smart cards containing photos, and those for which carriage is compulsory. Although it is often convenient to focus on and refer to ‘ID cards’, the real subject matter under consideration is ‘national ID systems’. The Indian aardhar is an example of an ID system based around a unique number without the issuing of a card being central to its operation.

When I refer to ‘national ID cards’ I mean an ID system that at least involves a compulsory national ID number, and one which is usually but not necessarily embodied in one or more tokens. 

Private and public sector implications

Where multi-purpose compulsory national ID cards do exist, this is obviously of major significance for the public sector, because use for multiple government purposes is usually the stated reason for their introduction. But it can also be of major significance for most parts of the private sector as well. Government-issued national ID cards are typically of relatively high reliability (for the jurisdiction concerned), display a unique ID number, and contain at least a photo to facilitate confirmation that the card-holder is the subject of the card. Subject to local legal requirements, they can then be utilised by the private sector as a required identifier before services are provided, or at least as one that can be requested. The ID number may also be able to be utilised as an identifier in private sector record systems, thus facilitating both repeat identification within the same system, and cross-matching across systems. Of course, what the private sector can or cannot do will depend both on whether there are legislative prohibitions on certain uses, on whether technical aspects of the ID system facilitate private sector use, and on the degree of public acceptance of such practices.

Surveying national ID systems in Asia

The purpose of this article is to provide a snapshot of the current situation of national  ID cards and systems across Asia, and from it to identify some of the trends in these developments over time.  The table summarises, from available information, the status of ID cards (in the sense used above) in each of 28 countries (including China’s two special administrative regions (SARs)) from Afghanistan to Japan going east, and from Mongolia to Timor Leste and PNG going south. A lot of details are missing, as this is Version 1 of a work in progress.

ID cards and systems

An ID card is always only part of a more comprehensive ID system, which usually includes a unique ID number and a back-end computer system. A dangerous ID system can be developed without a card, as may be the case in India. It is almost always the case that, once established, an ID card or system obtains more uses than were originally proposed (function creep), and for that reason special attention needs to be paid to the scope for expansion in the technical and legal structure of an ID system. There are few examples of ‘roll back’ of ID system uses once a multi-functional ID card is introduced. South Korea’s serious attempts to require alternatives to the use of its Residents Registration Number is the only real example in Asia, although half-hearted efforts are sometimes made in Hong Kong and Macau. Finally, the dangers of ID systems can be ameliorated by legislative controls, in the legislation establishing the ID system, in general data protection legislation, and occasionally by constitutional protections of human rights. All of those aspects are beyond the scope of this survey, which simply focuses on the card aspect. However, the table does indicate whether a jurisdiction does have general data protection legislation, and which sectors it covers.
Asian ID cards: The rule not the exception

Asian countries without any existing national ID card, or any under definite development, are few. Japan  (except for foreigners) and India are the only unequivocal example, and there are proposals for change in both countries. The position in Laos, Papua New Guinea and Mongolia  has not been established at the time of writing. 

South Korea has a universal Resident Registration Number, the use of which is more pervasive than the card in which it is embodied. Significant efforts are being made in law and in practice to reduce the range of situations where its use can be required. This is the only example in Asia of where the intensity of national ID systems is decreasing rather than increasing.

Sixteen of the 28 jurisdictions already have ID cards required by law: Bhutan; Brunei; China (PRC); China (HK); China (Macau); China (ROC/Taiwan); Indonesia; North Korea; Malaysia; Maldives; Myanmar; Pakistan; Singapore; Sri Lanka; Thailand; and Vietnam. 

The Philippines now has a de-facto national ID because its Unified Multi-Purpose ID (UMID) is the single identity card for the four main government agencies, and few Filipinos will be able to do without one. 

At least six countries are currently introducing new ID cards, some by making them more technologically advanced (Indonesia; North Korea; China (PRC)) and others for the first time or to replace cards no longer used (Afghanistan; Bangladesh; Cambodia; Nepal and Timor Leste). China (PRC) is progressively introducing a new card across regions of China. India is introducing a comprehensive system based on a unique ID number and (for the moment) multiple ID cards using it. 

Plans to introduce ID cards are sometimes defeated, but it does looks as though national ID cards will soon be the rule, not the exception, across Asia.

Privacy International’s claim that ‘virtually no common law country has a card’ does not hold up in Asia, as Brunei, Singapore, Malaysia, Pakistan, Sri Lanka, and Hong Kong do have ID cards already, and other common  law countries such as Bangladesh are introducing them.  In this regard there is not a lot of difference between the practices of common law and civil law countries in Asia.

Trends in the factors increasing dangers

[NOTE: THE LISTS OF JURISDICTIONS IN THIS SECTION IS INCOMPLETE]

Compulsory carriage of an ID card is still required rarely, but is required in at least Brunei, Hong Kong, Pakistan and Sri Lanka. 

‘Smart’ chip-based cards are on the increase, and are now in use in Hong Kong (since 2003); Brunei; Malaysia; and China (PRC) in some locations.

The inclusion of photos, fingerprints and other biometrics on cards needs to be distinguished from those held in back-end ID systems, and is quite complex.  Hong Kong and Macau require fingerprints. Japan ended repeated fingerprinting of permanent foreign residents in 1993, but requires initial fingerprint. The new Bangladesh ID system involved capture of fingerprints and facial recognition templates.

‘Group classifications’: The greatest area of danger

The most threatening aspect of ID cards in Asia is the extent to which indicators of ‘group classifications’ on the face of ID cards are common, primarily those showing religious affiliation and ethnic/racial classification. These are the aspects of ID cards that most commonly lead to people’s deaths as a result of religious or ethnic targeting, but can also (less visibly) result in discriminatory practices. 

ID cards showing religious affiliation are found in Brunei; Indonesia; Malaysia (since 1999); Myanmar; Sri Lanka, Thailand (since 1999). Pakistan withdrew proposals to add religion (aimed at the Ahmadi religion) in 1992, after protests. Those used in the Afghan Taskera (at least to 2002) were utilised to discriminate against many minorities in that country. 

Ethnic or racial classification are used on the ID cards of China (PRC); Hong Kong SAR (if Chinese); Macau SAR (if Chinese); Myanmar; Singapore; Sri Lanka; and Vietnam. Indonesia removed ethnic indicators in 1998. 

While it is not unusual for children’s cards to name one or both parents, where adult women’s cards name either their father or husband, this has implications for the exercise of freedoms by a woman. However, in some cases, adult men’s cards also carry their father’s name. Pakistan’s ID card is an example of both: adult’s cards carry their father’s name, except that in the case of married women this is replaced by their husband’s name.

Other group classifications have been disappearing: Indonesia removed ex-political-prisoner indicators in 1996; Malaysia had a brown ID card for ex-convicts and ‘political offenders’.

Supervisory agencies to limit abuses

There are only 4 jurisdictions in Asia which have data protection authorities which have a role in limiting abuses of national ID cards and systems: Hong Kong; Macau; Japan; and South Korea. Malaysia’s Privacy Commissioner, when established, will have no role in relation to the public sector. When the new Taiwan law comes into effect in 2011, there will still be no central data protection authority.
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	Country

	Status/Name

	Since

	Scope

	Chip

	Bio

	Carry

	Group

	DPA


	Afghanistan
	Contract (2010); replacing Taskera ID booklet
	2010;1973
	
	?
	
	
	Religion (1973-2002?)
	No

	Bangladesh
	National ID card
	2008
	
	
	No
	
	
	No

	Bhutan
	Citizenship Identity Card (CIC)
	1985;1958
	
	
	No
	
	
	No

	Brunei
	Identity card
	1965
	Citizens, PRs and visitors over 3 months
	√
	
	√
	religion
	No

	Cambodia
	Contract (1998)
; 1955 ID card abolished 1975
	1975; 1955
	
	
	Finger
	
	?
	No

	China (PRC) 
	Smart cards some areas; Resident identity card
	2001; 1985
	Residents at 16; issued at school entry
	√ (part)
	Yes_(new)

No (old)
	
	ethnicity
	No

	China - Hong Kong SAR
	Identity card; ‘smart’ ID card since 2003
	2003; 1980 
	PRs from 11 yrs; adult card at 18
	√
	Photo

Thumb
	√
	ethnicity (Chinese)
	Both

	China - Macau SAR
	Resident Identity Card; interim card from1999; handover; Portuguese-admin   
	2002; 1999 
	PRs
	
	
	
	ethnicity (Chinese)
	Both

	China, Republic of (Taiwan)
	National identification card
	
	
	
	No
	
	
	Both

	India
	None now; ID number from 2011; 

Mulitiple tokens + card proposals
	–
	All residents
	No
	No card
	No
	No (but caste in census)
	No

	Indonesia
	Kartu Tanda Penduduk for citizens; KITAP for PRs
	
	Citizen or PR; at age 17 or if married
	
	No
	
	religion
	No

	Japan
	None for citizens; Certificate of Alien Registration (CAR) for foreigners
	–
	CAR after 90 days
	–
	–
	–
	[implied]
	Both

	Laos
	??? [Assume yes]
	
	
	
	
	
	
	

	South Korea
	ID card containing Residents Registration Number (RRN)
	
	Citizens at 19
	No
	√
	?
	No
	Both

	North Korea
	New card issued 2010
	2010;???? 
	
	
	
	
	
	

	Malaysia
	MyKad
	
	Issued at12; update at 18
	
	Thumb
	
	religion
	Pri

	Maldives
	Has an ID card
	
	
	
	
	
	
	No

	Mongolia
	Yes (Bennett & Lyon)
	
	
	
	Finger (?)
	
	
	No

	Myanmar
	Citizenship Card
	1999
	
	
	No
	
	Religion; ethnicity
	No

	Nepal
	Issue of smart ID card announced (2010)
	
	
	
	
	
	
	No

	Pakistan
	Computerized National Identity Card (CNIC); NIC
	200?;1973
	
	
	Finger
	√
	father/husband
	No

	Papua New Guinea
	???
	
	
	
	
	
	
	No

	Philippines
	Unified Multi-Purpose ID (UMID) now de facto 
	
	
	
	
	
	No
	No

	Singapore
	National Registration Identity Card
	
	Citizens and PRs at 15; update at 30
	
	No
	No
	ethnicity
	No

	Sri Lanka
	National Identity Card (NIC)
	1972
	Citizens at age 16
	
	
	√
	Religion; ethnicity
	No

	Timor Leste
	2008 contract issued for national ID card
	
	
	
	
	
	
	No

	Thailand 
	National ID card
	
	Citizens at 15
	
	
	
	religion
	Pub

	Vietnam
	giấy chứng minh nhân dân (‘people's proof document’)
	
	Citizens at 14
	
	Finger
	
	ethnicity
	No

	Country
	Status/Name
	Since
	Scope
	Chip
	Photo
	Carry
	Group
	DPA

	
	
	
	
	
	
	
	
	


� Country: Hong Kong and Macau SARs of the PRC included as they have separate ‘mini-constitutions’, legal systems and ID systems; equivalent regional systems in Asia not known


� Status/Name: Names of ID schemes, in reverse date order; ‘Contract’ (date) means contract to develop ID card issued; 


� Since: Initial year of significantly different ID schemes, in reverse date order


� Scope: Whether scheme applies to citizens, permanent residents or both; age(s) at which card is compulsory; any separate schemes for non-citizens; ‘PR’ = permanent residents


� Chip: √ if ‘Smart’ ID card; ‘C-less’= contactless card


� Bio: √ if biometric identifiers (digitised or not) are included on card, they are listed (back-end biometrics are a separate matter)


� Carry: √ if carriage of card compulsory


� Group:   ethnicity | religion | father/husband (see commentary for details)


� DPA: If country has data protection legislation, specifies type (‘Pub’ = public sector only; ‘Pri’ = private sector only; ‘Both’ = both sectors


� Cambodia: ‘Special ID Certificates’ for ethnic Vietnamese were issued in some provinces from 1993





