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Since 2006 privacy issues in Australia have been dominated by the reference given by the Australian federal government to the Australian Law Reform Commission (ALRC) to comprehensively review Australia’s Privacy Act 1988 (which covers both the private sector and the federal public sector). Greater national uniformity is one of the objectives of these reviews. The ALRC delivered its Report 108 in mid-2008.  The Government took a year preparing its response, and in October 2009 published its response to most of the ALRC’s recommendations, and confirming its proposals for legislation. It will deal in a second response with those recommendations concerning exemptions from the legislation, a statutory privacy action, and data breach notification, children’s privacy and telecommunications privacy. It proposes to release an ‘exposure draft’ Bill in 2010. Because the government has decided to reject or modify many of the ALRC’s recommendations, it is only now that we can say with any confidence what the near-future shape of Australia’s privacy legislation might look like. 

'Unified Privacy Principles' (UPPs): text uncertain

A major objective of the current reform exercise is to achieve uniformity in Australia’s numerous sets of privacy principles, for which purpose the ALRC proposed a set of 'Unified Privacy Principles' (UPPs). The government proposes to (i) amend the Privacy Act 1988 (Cth) by replacing both the NPPs covering the private sector and the IPPs covering the federal public sector with a set of UPPs based on those proposed by the ALRC; and (ii) seek to convince the State and Territory government to amend their legislation in similar fashion.
The ALRC drafted a set of UPPs in its Report but the Government is proposing to amend some of the them before legislating, and it has not yet drafted its proposed replacements, only explained in general terms what the changes will. Furthermore, it says it will not necessarily follow the ALRC's drafting even where it does not propose changes to underlying policy.
UPP 2: Collection 

The proposed new Collection UPP 2 will include the existing 'minimum collection' requirement and will also strengthen the existing law by: (i) requiring that information must be collected only from the individual concerned, where reasonable and practicable; (ii) providing protections to unsolicited information, once a decision is made to keep it; (iii) prohibiting collection unless necessary for the current functions of the collector.

UPP 1: Anonymity and Pseudonymity 

The existing Anonymity Principle in the NPPs, which requires that individuals be given the option to interact anonymously with organisations wherever it is lawful and practicable, witll be strengthened further by the addition of an option of pseudonymity, and by extension of application to public sector agencies. This will strengthen an already strong 'minimum collection' aspect of the Australian legislation.
UPP 3: Notification 

The new UPP 3 will apply whenever there is collection of personal information 'about an individual from the individual or from someone other than the individual' . This will remedy the deficiencies in some public sector IPPs only applying to information solicited from the individual concerned, but  it leaves unanswered uncertainties about what types of collection of information is covered (observation of the person, information retrieved from databases etc). Government and ALRC that agree there may be circumstances where it is reasonable not to give any notice.

The content of the proposed notice is the same as at present, except that the Government proposes to add the requirement that notice includes that personal information is ‘reasonably likely’ to be transferred overseas and to where it is likely to be transferred. This is a strengthening of the rights of the data subject, though it is unlikely to compensate for other deficiencies in the proposals for data exports.

UPP 5: Use and Disclosure
The proposed new 'Use and Disclosure' UPP 5 includes the same tests for allowed secondary uses and the four specific disclosure exceptions as in the current NPPs. Three of the exceptions (consent; investigation of misconduct; and law enforcement) are not controversial. 

The fourth exception, 'where the use or disclosure is required or authorised by or under law' has been controversial in relation to its potential effects on the adequacy of Australian law, according to the Article 29 Working Party’s report on Australia in 2000. A new definition of 'law' for this purpose sets out a broad definition of law (including delegated legislation, common law, equity and court orders) but excluding obligations arising under contracts. This may remove any basis for fanciful interpretations that anything not forbidden is 'authorised by law'. However, it still leaves an exception to use and disclosure considerably broader than what is allowed by the Directive. The problem remains that any Act or regulation can authorise or require an exception to the Disclosure Principle, without even expressly stating that it is doing so. 

The Government also proposes to add a new fifth exception ‘for the purpose of locating missing persons’. This exception will permit, not require, such disclosures, and empower the Privacy Commissioner to develop binding rules (by a legislative instrument which is therefore disallowable by Parliament) as to how such disclosures will be carried out. This is a contentious area, as some people do not wish to be located, but the proposal is sensitive to this problem.
UPP 8: Security etc

The requirements to take reasonable security measures will remain substantively unchanged. The Government proposes that deletion obligations after completion of use will now be extended to public sector. The ALRC made recommendations concerning data breach notification, but the Government has deferred consideration of this until the second tranche of legislation.
UPP6: Direct Marketing

The new UPP concerning Direct Marketing will now apply the same opt-out conditions to all direct marketing.  The key conditions for direct marketing will be: (i) where it is to an existing customer, the customer must have a reasonable expectation of direct marketing use; and (ii) where it is to someone who is not an existing customer, the business must first obtain the customer's consent unless it is impractical to do so.  A broad definition of ‘existing customer’ will be added to suit different situations (charities etc). In all situations, consent will now be required for sensitive information to be used in direct marketing.  Government agencies will have to comply with the direct marketing principles when acting commercially, but not in relation to the promotion of government services.
Two innovative aspects of the government proposals are that the obligation to respect opt-outs will be extended to the source of the data used for marketing. Customers will also be entitled to require marketers to answer ‘where did you get my address?’
UPP 9: Access

As part of its proposed reforms to freedom of information law, the Government announced in March 2009 a proposal to amend the Privacy Act to enact an enforceable right of access to, and correction of, an individual’s own personal information, rather than maintain this right through the FOI Act. The Privacy Commissioner will be required to make enforceable decisions on access and correction matters in relation to government agencies. This does not currently occur, and will not occur in relation to agency decisions on other UPPs.

However, in relation to private sector organisations, the Commissioner will not be required to make access decisions, because the Government has decided it will not allow the Commissioner to be required to use the s52 Determinations power. This is discussed further in Part II in relation to the Commissioner's complaint investigation processes.
UPP 9: Correction

The wording proposed in the ALRC's UPP 9, if adopted by the Government, will allow complainants to request corrections even if their request for access has not succeeded. The same mechanism for correction procedures will apply as discussed above in relation to access. The Government is also proposing that where a person's information has been corrected, the agency or organisation will 'notify other entities to whom the personal information has already been disclosed, if requested to do so by the individual and provided such notification would be practicable in the circumstances'.

UPP 10:  Identifiers 

The proposed new UPP 10 will substantially re-implement the existing principle in the NPPs, which restricts organisations using identifiers allocated by other organisations, with some strengthening. The Government proposes that disallowable regulations can allow adoption, use or disclosure of government identifiers by others.  The Minister (not the Commissioner as the ALRC suggested) will be able to make determinations (disallowable) as to what is a government identifier. The ALRC's recommendation that biometric information collected for identification should be classed as an ‘identifier’ was rejected. However, 'identifier' will cover identifiers assigned by State and Territory governments, which will considerably expand the scope of the principle.
The Government has also accepted in principle that adoption of multi-purpose government identifiers will require a privacy impact assessment (PIA) conducted by the Government in consultation with the Privacy Commissioner. Unfortunately, it says nothing about public availability of the PIA, nor about the independence and terms of reference of the party conducting the PIA.

UPP 11: Cross-border Data Flows 

The most controversial aspect of both the ALRC’s and the Government’s proposals is to replace the existing 'border control' approach with a so-called 'accountability' approach. The existing NPP 9 can be described as a weak implementation of Articles 25 and 26 of the Directive (‘border control’). The key difference in the new UPP can be stated simply: any personal data about Australians will be able to be exported to anyone, anywhere. There will be no conditions on the legality of the act of exporting: it does not matter that the destination country has no privacy laws at all, and no privacy agency. The transfer of the data will still have to comply with the use and disclosure UPP, by being a transfer for a purpose (but not to a place) which the subject of the information ‘would reasonably expect’. 

The 'accountability' aspect of the new approach is that although personal information can be exported to anywhere, including places that does not have ‘substantially similar’ privacy protections to Australia, if the exporter does so then theoretically they 'remain accountable' for overseas misuses of the personal information. This means that a breach of a UPP occurring overseas will be taken to be a breach by the exporter. However, such accountability will usually only be theoretical, because the data subject will have the onus of proof (on the civil balance of probabilities) of the following: (i) a specific breach of a privacy principle by a specific overseas party; (ii) that the party in breach received the information directly or indirectly (but foreseeably) from the Australian exporting party; and (iii) a causal connection between that breach and damage.  These difficulties of proof will be exacerbated when the country from which the damage emanated  is not the same as the export destination, or where personal data has been exported to a an undesirable destination where it might be expensive or dangerous to seek remedial action locally (for example, depending on your viewpoint, Nigeria, India, Russia, or the USA). 

Worse follows, as the new UPP then converts the previous list of conditions in NPP 9 (which currently function to allow data exports) into a list of exemptions from even the above form of ‘accountability’. Complying with any one of them will allow the exporter to completely avoid (even in theory) ‘remaining accountable’ for any mis-uses of personal information by the overseas recipient (or anyone else).  The government’s proposals to tighten some of these conditions in minor ways don’t matter: they now serve a different function. 

When these excuses are added to the inherent limitations in enforceability overseas, this Australian form of 'accountability' is a sham. It is double-speak characterised by the absence of any real likelihood of accountability. 

The Government proposes that data subjects should be told at collection when their information is about to go overseas, but only under certain circumstances. The Notification Principle UPP 3 will require data processors to take ‘reasonable steps’ to give individuals notice when collecting their personal information that it may be transferred overseas, and to which countries. However, if a destination country provides no privacy protection, this need not be mentioned. If the collector has not yet made up its mind whether it will export the information, or to where, then it does not have to say anything. And the collector is allowed to change its mind after it collects the information.  Avoidance will be easy.

For credit reporting information both Government and ALRC recognise that border controls are necessary for effective protection, an inconsistent approach.  The new data exports UPP will apply to agencies, not only to the private sector.

Australian Government Enhancing National Privacy Protection, October 2009 at <http://www.pmc.gov.au/privacy/alrc_docs/stage1_aus_govt_response.pdf>
Australian Law Reform Commission For Your Information: Australian Privacy Law and Practice <http://www.austlii.edu.au/au/other/alrc/publications/reports/108/>
(Part II: Privacy Enforcement will appear in the next issue)

