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Formal requirements
Answer one of the questions below. The Essay is worth 50% of the marks for the course.
	The due date and time is  Monday 3 November by 5 pm. See the Course Outline for the Faculty policy concerning late submission of work.
Essays must be handed in at the Law School student services counter by that time. Essays may not normally be submitted as e-mail attachments. If a student will be overseas at the time of submission, an exception may be made by arrangement in advance.
The Law Faculty Written Assessment Cover Sheet must be used as the cover of the essay, and signed where required. 
The maximum word length for the research essay is 3,500 words, excluding citations and bibliography, but including any discursive footnotes. This is a strict word limit - penalties will apply to essays that exceed the word limit, and text  well over the word limit will not be read. 
You must ensure that you have not previously written an essay on a similar topic for assessment purposes for any other course. If you are in doubt, you must check with a teacher.
	A couple of ‘starting points for research’ are indicated for each topic. They are not intended to be the most important references. Many parts of the course powerpoints and other materials are relevant to each topic. Further research is expected.
	1	ANPR Brief
The proposed national Automatic Number Plate Recognition (ANPR) system is being developed by Federal and State law enforcement agencies. You have agreed to be pro bono Counsel to assist the Australian Privacy Foundation (APF), to advise on what steps the Foundation can take, under Commonwealth and NSW privacy and surveillance laws, to prevent the proposals going ahead, or to seek remedies against the operation of ANPR if does go ahead. Your instructions are that there will be no new legislation to authorise ANPR.


You are requested to analyse the application of  privacy and surveillance laws to the ANPR project, and produce a balanced advice. While briefly recognising the potential public interests in uses of the proposed system, you should concentrate on identifying whether there is a risk of breaches of any of the current privacy protection provisions, and to also indicate briefly possibly privacy abuses which would fall outside the scope of existing laws. What scope is there for either individual or representative complaints about any of the participants, or other action by APF, and how could this best be progressed?

Starting points for research:
IIS Consultants: Privacy Impact Assessment Consultation paper - Automatic Number Plate Recognition - CrimTrac Scoping Study + Attachments
Notes of PIA Consultation meetings 12 & 13 June 2008
All of the above linked from item <2008><re ANPR> in <Papers>  at <http://www.privacy.org.au/Papers/index.html" http://www.privacy.org.au/Papers/index.html>

	Queensland Parliamentary Travelsafe Committee’s Report into the Inquiry on Automatic Number Plate Recognition Technology

APF Submission to the Queensland Parliamentary Travelsafe Committee
	2	Privacy and UGC


£22,000 for malicious Facebook entry: A man whose false profile was posted on the networking site Facebook has managed to claim £22,000 in compensation. Mathew Firsht sued for libel and misuse of personal information after Grant Raphael, a man who fell out with him several years ago, created a false Facebook profile for Mr Firsht. The profile included Mr Firsht’s birthday and relationship status, but also false information about his sexual orientation and political views. Raphael claimed that it was a group of friends that created the profile, but the judge ruled that the defence was "built on lies". Mr Firsht was awarded  £15,000 for libel and £2,000 for breach of privacy. Mr Firsht's company was also awarded £5,000 for libel, as the profile claimed that his company was not trustworthy. The profile was on the site for 16 days before Mr Firsht's brother saw it and had it taken down. (Source: The Times, 24 July 2008)

Discuss the effectiveness of privacy protections provided by Australian law to Australians who are contributors to websites based on the provision of User-Generated-Content (UGC).   In developing your answer, you should consider:
	websites that include texts, photos and other content provided by contributors about the lives of themselves, their family and their friends (or, as in the press extract above, non-friends); 

the terms under which at least a couple of typical UGC websites provide services to their users;
	potential privacy problems that might arise concerning information that a user or a UGC website has posted about themselves, and also the privacy problems that might arise when someone else posts information on a UGC website about another person.


You should consider in what ways (if at all) your answers might differ depending on whether the company providing the website is (i) an Australian company with servers located in Australia; (ii) an Australian company with servers located overseas; or (iii) a foreign company that does have offices or staff in Australia and whose servers are located overseas.

Starting points for research:
‘User-generated content’ entry in Wikipedia (note list of UGC websites at end)
	Lindqvist (Approximation of laws) [2003] EUECJ C-101/01 (06 November 2003)

	3	How to deal with data breaches
There have been many well-publicised breaches of data security, leading to loss or unauthorised disclosure of personal information, particularly in the UK in the last year. Australia is not immune from such events, with several serious examples being cited in Commonwealth and State Privacy Commissioner Annual Reports over the last 20 years.


Data breach notification laws, similar to those already in effect in the United States and elsewhere, have been suggested as a desirable innovation to partially address this problem. The Commonwealth Privacy Commissioner has recently issued Data Breach Notification Guidelines, and the Australian Law Reform Commission (ALRC) has recommended that new provisions be included in the Privacy Act 1988. 

Taking into account submissions to the ALRC and Privacy Commissioner on these proposals, and relevant overseas experience, provide an assessment of the following:
	How effective would Data Breach Notification requirements be in addressing both the risk and the consequences of security breaches?  

What protection (if any) is already provided by security principles in information privacy laws, and how would data breach notification  sit alongside such principles?.
What improvements (if any) would you suggest to the ALRC proposal and the Commissioner’s Guidelines?

Starting points for research:
Privacy Commissioner Guide to handling personal information security breaches August 2008
Cyberspace Law and Policy Centre Submission to ALRC (at 15.1)
	ALRC Report 108, Chapter 51
Australian Privacy Foundation (APF) Submission to the Privacy Commissioner on draft Guidelines

	4	Effectiveness of information privacy legislation
How should we assess the effectiveness of information privacy legislation as a system of regulation?

To what extent would the reforms to the Privacy Act 1988 (Cth) proposed by the Australian Law Reform Commission in its Report 108 For Your Information: Australian Privacy Law and Practice  (2008), if adopted, be likely to result in an effective regulatory regime to limit interferences with privacy (however that is defined from time to time)?
Starting points for research:
John Braithwaite ‘Responsive Regulation for Australia’, Ch 6 in Business regulation and Australia's future (Peter Grabosky and John Braithwaite, Eds) ISBN 0 642 18453 4 Canberra: Australian Institute of Criminology, 1993  – and numerous other publications by Braithwaite and colleagues
Greenleaf, Waters  and Bygrave ‘Implementing Privacy Principles: After 20 Years, It's Time to Enforce the Privacy Act’ [2007] UNSWLRS 31 - Submission to the Australian Law Reform Commission on the Review of Privacy Issues Paper, January 2007; generally, but  particularly 6-16

END OF PAPER

