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There is an accelerating pace of ID card developments across South Asia, but legislation controlling the use of ID cards and ID systems still lags behind what the technology makes possible. Previous articles have reported new developments in India ((2010) Privacy Laws and Business International Newsletter, Issue 105, p15; (2010) Privacy Laws and Business International Newsletter, Issue 106, p24). This article surveys new developments in other countries in South Asia.

Pakistan: ID cards reaching saturation

Pakistan’s National Database Registration Authority (NADRA) is the leader in ID system development in South Asia. It is a federal department of the Government of Pakistan which employs more than 11,000 staff  in 400 domestic offices and five international offices,

In 2007, NADRA announced that it had issued 60 million CNIC (Computerized National Identity Card) numbers. Deputy Chairman of NADRA, Tariq Malik says ‘We have so far issued 79.13 million identity cards against eligible adult population of 87.89 million. Overall registration increase in last two years (2008-10) is 60 per cent whereas female registration growth is 88.7 per cent when compared against previous two years (2006-08)’. He claims the registration of the adult male population has already reached 99 per cent while the female adult registration is still 77 per cent ‘due to social inhibitions’. 

The CNIC has the following information on it: Legal Name, Gender, Father's name (Husband's name for married females), Identification Mark, Date of Birth, National Identity Card Number, Family ID Number, Current Address, Permanent Address, Date of Issue, Date of Expiry, Signature, Photo, and Fingerprint (Thumbprint).

NADRA claims significant achievements in Pakistan’s very disrupted society. Malik says successful cash disbursement, and rehabilitation of Internally Displaced People, in the aftermath of the Swat Valley army operation against the Taliban was possible due to accurate data available about the population with NADRA. He claims that Banks in Pakistan are ‘flourishing because they know the identity of all their account holders’, and that ‘arrests have been made after tracing mobile phones that are issued after verification of the applicants’ CNIC. ‘It is high time that the elections should be held on CNIC basis. This would definitely bring transparency in elections’ he also noted. In the current flood devastation in Pakistan, CNICs are being used to try to ensure that relief funds only go to eligible persons, with attempts to change CNIC addresses into eligible areas being prevented.

However, NADRA does not have an unblemished record. A burglary of a branch office in May 2010 resulted in loss of hard disks containing data, and computers which raised fears that central servers may be compromised. The investigations results have not been reported.
Bangladesh: Incomplete roll-out makes new ID law inoperative

Bangladesh has passed the National Identity Registration Act 2010, fixing the validity of an ID card for 15 years from issuance, providing punitive measures for abuse, and empowering the Election Commission to register those eligible to be on the voting role for the issue of identity cards (NID cards). As of March 2010, only about 800,000 people had obtained NID cards, a small percentage of those eligible. 

Faced with an increase in cell phone crimes, the home ministry decided to make submission of copies of national identity cards mandatory for purchase of SIM cards. However, the ministry seems to be ahead of itself, because the Act provides that ‘No gazette notification will be issued making it mandatory for the citizens to show or submit the cards to get access to any service or facility before completion of issuance of cards to all citizens’, and that no citizen can be deprived of any facility for not having a NID card. Bangladesh media have been very assertive of these protective provisions in the ID card legislation.

Once the roll-out is complete, use of the national ID card will be mandatory for citizens to obtain any services from the government, its departments and institutions or from any statutory government offices. Twenty two services are covered, including the issue of passports, driving licences, trade licenses, tax and  business ID numbers and bank accounts. It will also be required in order to obtain government subsidy facilities, allowance and relief.

Nepal: Election database to lead to national ID

The Nepali government is preparing to issue a special digital identity card to replace the traditional identity cards (including citizenship certificate, voter's card, driving license, passport and ATM cards).  It is proposed to be called the ‘Biometric Smart Card’ and to be recognized as the national identity card. In April 2010 the pilot phase of a voter registration project was completed by compiling a new voter list with photographs and fingerprints. Each voter was given a unique identification number, aimed to deter false voting, detect and remove duplicate registrations and manage the internal migration of voters. The voter list will include not just eligible voters but also citizens between the age of 16 and 18 in order to create a national civil registration list. This is seen as a step closer to a National ID (NID) card system. According to the Joint Secretary of the Office of Prime Minister and Council of Ministers ‘Eventually, we aim to make it a multi-purpose card and it can be used to hold information about property ownership, driving licenses and criminal records’.
In February 2010, the first of another type of ID card was issued to a Non Residential Nepali (NRN), the president of the NRN Association, with the intention that these ID cards will help NRN get their visas to visit Nepal and open opportunities for investment. NGOs are not so sanguine: ‘We will have to pay special attention to how the data is stored and protected,’ warns Dinesh Thapa of Privacy Nepal.
Comment – Proliferating IDs but few ideas about control

None of Pakistan, Bangladesh and Nepal have general data protection legislation. These developments of national ID systems are therefore occurring without any limits on the uses that either the private sector or the public sector can make of ID cards and ID numbers, as is also the case in India. In the public sector this raises the risk of unrestrained data matching between agencies, and in the private sector it is an invitation to private sector organisations to require national ID cards as the sole form of acceptable identification, to build their own information systems around the ID numbers, and in the longer run to develop much larger-scale interconnections with public sector databases than is the case at present. South Asia is in general at a lower stage of economic development than north-east Asia, where data protection laws of international standard have now been adopted in most countries as part of economic and social modernisation.
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