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New remedies and enforcement measures are proposed in the Australian Government’s response (‘AusGov 2009’ herein) to changes to Australia’s federal Privacy Act 1988 recommended by the Australian Law Reform Commission (ALRC). New privacy principles are also proposed (detailed in PLBI Newsletter 103, February 2010, p15), but the government has not yet responded to other aspects of the ALRC’s proposals such as a privacy tort, or data breach notification.
New Office of Information Commissioner 

The ALRC report was finalised before the Government announced that it proposed to follow through on its 2007 election commitment to create a new Office of the Information Commissioner (OIC) headed by an Information Commissioner, in which the Privacy Commissioner would be one of three Commissioners, the other being a FOI Commissioner. The Information Commissioner Bill 2009 has not yet been enacted, but the government has announced that Mr John McMillan, current Commonwealth Ombudsman, is the Information Commissioner designate. The ‘privacy functions’ defined under the Bill are vested in both the Information Commissioner and the Privacy Commissioner, and may be exercised by either in relation to particular matters, but the Privacy Commissioner can only exercise some of the privacy functions with the approval of the Information Commissioner.

There is no reason to expect that the new arrangements will provide any less independence to the OIC as a whole than is presently provided to the Privacy Commissioner, although the exact relationship between the three Commissioners concerning the exercise of powers and responsibilities under the Privacy Act  1988 remain to be seen. 

It is quite possible that the inclusion of the Privacy Commissioner in a corporate decision-making body with other Commissioners who have overlapping and policy-consistent interests and responsibilities will result in a structure better able to withstand any pressures from government and the corporate sector, and therefore be more independent in substance.
Stronger enforcement powers

Audit powers
The Government proposes that the Privacy Commissioner be able to conduct ‘Privacy Performance Assessments’ (ie audits) of companies.  This is good in theory, but, given that the Privacy Commissioner has suspended all public sector audits since 2007 due to a claimed lack of resources, unless the OIC takes a different attitude to priorities, or there is specific extra funding, this grant of extra powers may be empty.

Privacy impact assessments (PIAs)

The Government now proposes that the Privacy Commissioner will be able to direct federal government agencies (but not companies) to provide to the Commissioner a PIA on a ‘new project or development’ that the Commissioner considers will have a ‘significant impact’ on the handling of personal information, and to report to the Minister (query whether also the public) if the agency fails to do so (AusGov, 2009: 47-4). Adding Privacy Impact Assessments to the Act is a valuable proposal, except that there is no requirement that a PIA be by an independent party, or that results be made public, or even that the Commissioner make such a direction public (but nothing preventing these results either). Since the Commissioner is also to produce ‘PIA Guidelines’, the effectiveness of this reform may depend to a large extent what is in those Guidelines. The Government is to review in five years whether to extend this PIA power to the private sector (AusGov, 2009: 47-5).

Civil penalties for serious or repeated interferences

Until now the Privacy Act has not relied on fines, either through criminal penalties or 'administrative penalties' (also called 'civil penalties), as part of the privacy enforcement regime, except in relation to credit reporting (where the criminal provisions have not been used). The Government proposes that the Privacy Commissioner will be able to seek a civil penalty against an agency or organisation where there has been 'a serious or repeated interference' (ie breach of the UPPs), in the Federal Court. It notes that this will 'complete the enforcement pyramid' (AusGov, 2009: 50-1), adopting the terminology of theorists of 'responsive regulation' who argue that effective regulatory schemes need sanctions in an escalating hierarchy of seriousness, which must actually be used and their use communicated to those regulated and the beneficiaries of regulation.

Enforcement of own-motion investigations

The Act allows the Commissioner to conduct “own motion investigations”, using the investigative powers of the Act if needed, but at present these cannot result in enforceable determinations. The Government proposes that the Commissioner will be able to issue compliance notices, including notices requiring specific remedial actions, after own-motion investigations, and enforce them in the Federal Court (AusGov, 2009: 50-1).

New strengths, and weaknesses, in complaint procedures
Commissioner's powers to refuse to investigate complaints

It is odd that a considerable part of the ALRC's and the Government's reforms in this area involve broadening the Commissioner's powers to refuse to investigate complaints. The government proposes to give greater powers to the Commissioner to refuse/discontinue complaint investigation, including a vague ‘not warranted having regard to all the circumstances’ discretion (AusGov, 2009: 49-1). It acknowledges there are critics who insist that the Commissioner already over-uses the dismissal power in order to avoid making Determinations, saying that judicial review is still available to any dismissed complainant, and that the Commissioner will have to report on use of the extended powers in his/her Annual Report.  These factors are unlikely to deter abuse of this power: judicial review is too costly; reporting complaint statistics to Parliament does not guarantee there is anyone in power who pays attention to them, let alone provide a remedy to complainants.
The Government also proposes that the Commissioner will be able to refuse to investigate complaints which in the Commissioner's view could be more suitably handled by some other complaint resolution scheme (AusGov, 2009: 49-2). It assumes that such schemes have ‘adequate dispute resolution processes and suitable remedies’, but does not propose to require this. This has potential for abuse by become a method of short-changing complainants by requiring them to use some other dispute resolution scheme which does not have power to provide compensation or the other remedies available to the Commissioner. The Government also ‘suggests’ that the Commissioner might like to publish a list of such schemes, and encourage them to ‘report back’ on privacy complaints. Such weaknesses will strip complainants of what would otherwise be their rights to remedies under the Privacy Act.
Commissioner cannot be forced to make a Determination

The current Commissioner has made no s52 Determinations after nearly five years in office. None of the sanctions available to the Commissioner have therefore ever been used, and so no regulatory 'signals' have ever been sent to the 'market' (of potential complainants and respondents) of the ‘price' of breaches of the Privacy Act. This constitutes a failure of responsive regulation. 

As a result, NGOs, academics and others made submissions to the ALRC that complainants who were dissatisfied with the Commissioner's attempts at mediation of their dispute should be able to require the Commissioner to make a determination (which might of course be adverse to them), which would at least set out a detailed analysis of the strengths or weaknesses of their claim in relation to their rights under the Act. The Commissioner has expressly stated that she considers that complainants have no right to insist upon a determination, and has always refused such requests. She has made no determinations while in office.
The ALRC accepted this aspect of the critic’s arguments and recommended that the parties be able to require the Commissioner to make a determination when conciliation fails. The Government has rejected this, because it considers this might interfere with the conciliation process. It instead proposes that ‘[w]here the Privacy Commissioner deems that conciliation has failed’ and decides not to resolve the complaint by a s52 determination, but instead ‘decides not to investigate or further investigate the complaint [using powers to dismiss it under s41] and any parties to the complaint are not satisfied with this decision, they will have the ability to make an application directly to the Federal Court alleging interference with their privacy’ (AusGov, 2009: 49-5).
For parties to be able to enforce the UPPs by going to the Federal Court is desirable in itself, but for an applicant to have no option but to go to the Federal Court is very undesirable. Applicants must then bear their own high costs of commencing a Federal Court action, and if they lose may have to pay the costs of the corporate defendant as well. Few consumers without legal aid will take the risk. The low cost remedy that will be provided by being able to obtain a decision (determination) by the Privacy Commission, once there is a right of appeal to a low cost administrative tribunal, will be lost to these complainants. Furthermore, the Privacy Commissioner will continue to be able to avoid make determinations, even though it will be desirable for the Commissioner to do so for the cost reasons explained above. 

The Government does not explain why they do not give the complainant the option to go to the Administrative Appeals Tribunal (AAT) instead of the Federal Court. Appeal to the AAT will be the normal avenue for those dissatisfied with a determination by the Commissioner  (as discussed below).  Perhaps it is because there is technically no 'decision' by the Commissioner which can be the subject of a merits review of a decision.  If so, this seems like an elevation of form over substance.
Expanded powers to make s52 Determinations 

When making a determination under s52, the Privacy Commissioner has not been able to apply systemic remedies (those that attempt to prevent future problems related to general patterns of behaviour or processes beyond those directly related to the specific complaint giving rise to the determination). In other words, the OPC is unable to prescribe generally how a respondent should act. The Privacy Commissioner has been assumed not have the power to specify which particular remedial actions a respondent should take to remedy a breach, though this has not been tested in Court. The Government has now decided to clarify in the Act that determinations can specify what steps must be taken to remedy a breach. 

It has also decided that the Commissioner will be able to make determinations ‘on the papers’ without an oral hearing (AusGov, 2009: 49-13). The Government optimistically states ‘this could lead to greater use of the determination power’. However, in light of the failure of any Commissioners to date to make use of this power, it is unlikely in itself to overcome their apparently pathological aversity to making decisions.
At last: a right of appeal against Determinations by the Commissioner
Complainants cannot at present appeal to a court or an administrative tribunal from a s52 determination by the Commissioner, with one minor exception concerning quantum of damages. Respondents, on the other hand, only need refuse to comply with the Commissioner’s determination and the whole matter must be re-heard before the Federal Court before it can be enforced, so they have a de facto right of appeal. This is unjust as between the parties, and is the most striking deficiency of the current complaints regime. 

The Government proposes merits review of the Commissioner's s52 determinations by the Administrative Appeals Tribunal (AAT) (AusGov, 2009: 49-5), and AAT decisions can be appealed to the Federal Court. If the Commissioner does start making s52 determinations, this right of appeal will also be of particular importance beyond the parties to individual complaints. This will still be likely to be the only route of any by which questions of interpretation of the Privacy Act will come before the AAT and the Courts, so that precedents may be set concerning the meaning of sections of the Act.  At present, over twenty years after the Act came into force, there is only one court decision concerning the Act of any significance (on the otherwise unused s98 injunctions power), and one AAT decision (on damages).  The Privacy Act is still largely terra incognito as far as its correct legal interpretation is concerned, and this also impedes its effective implementation.

Conclusions: A new era?

The Government’s proposals have weaknesses, but most of them were present in the ALRC’s recommendations. Widening the Commissioner’s already over-used powers to refuse or terminate complaint investigations, allowing the Commissioner to continue to avoid making s52 determinations, and sending one stream of appeals to the more expensive Federal Court, are all anti-consumer ‘reforms’. The long-awaited rights of appeal against both the Commissioner’s determinations and the Commissioner’s refusal to make determinations go some way to balance this. 

The stronger enforcement aspects are entirely positive developments: audits of company privacy practices; PIAs where appropriate; enforcement of own motion investigations; and civil penalties for serious breaches. In the hands of a Commissioner willing to use them (even if very sparingly), they could transform the Act into a system of ‘responsive regulation’.

A final positive note is that an innovative existing feature of the Act – rarely found in legislation in Europe or elsewhere – is its express provision for class actions (s36(2), ss38–39). This allows the Privacy Commissioner to accept “representative complaints” if certain conditions are met, and to award remedies in relation to them. Only a handful of such complaints have been made, one resulting in the only findings made by a Commissioner to date requiring systemic changes by a private sector organisation (a tenancy bureau). The Government’s only proposed change is the reasonable one that individuals can opt-out of such representative complaints (AusGov, 2009: 49-9). The proposed new provisions for appeals to both the AAT and the Federal Court discussed above may breathe new life into these representative complaint process because NGOs and legal aid bodies acting for classes of complainants are most likely to have the persistence and resources to utilise these avenues of appeal.

A new Office of the Information Commissioner, and a new Privacy Commissioner, if they approach their task from the perspective that consumers and citizens actually have rights under the Privacy Act that are not the gift of the Privacy Commissioner, may see Australia finally develop a worthwhile privacy law, or at least one where legal argument and decisions reveal the weaknesses of the law.
