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Indian society and government is juggling demands and proposals for at last three national data surveillance projects of vast scope. First is the Unique Identification Number, development of which is well underway by the Unique Identification Authority of India (UIDAI), and which is not supposed to result in a national ID card (just a number, and a register). Second is the National Population Register (NPR) of persons resident in India, which is to be a by-product of the March 2011 Census data collection but separate from it, and which is eventually intended to lead to the issue of national identity cards based on citizenship (not just residence) and a National Register of Citizens. Third is the National Intelligence Grid (NatGrid), a centralised data system, which is intended to amalgamate and integrate data forwarded by 21 government agencies and departments, partly for anti-terrorism purposes. 

If this sounds confusing and overlapping, that’s because it is. These are to some extent competing proposals by different agencies, but they have obvious potential for convergence. The implications for Indian’s future as a liberal democracy are significant. This article charts some of the recent developments in the emergence of these proposals and their interconnections. 

The development of data protection laws in India will only be able to be understood in light of the development of these surveillance systems and their intersection with privacy sector activities.

‘Linking up’ mandated by RTI Act

There are no provisions in current India law restricting interconnection of files, either in the public sector or the private sector. On the contrary, the Right to Information Act 2005 (RTI Act) s4(1)(a) requires all public authorities to:

maintain all its records duly catalogued and indexed in a manner and the form which facilitates the right to information under this Act and ensure that all records that are appropriate to be computerised are, within a reasonable time and subject to availability of resources, computerised and connected through a network all over the country on different systems so that access to such records is facilitated;

This is not balanced by any data protection law placing limits on such ‘linking up’ in the case of personal data. If such a ‘linking up’ of all records of public authorities was in fact undertaken, rather than just being legislative wishful thinking, then it would be extremely dangerous to Indian citizens in the absence of the protections of a full-fledged data protection law. Even with such a law, the advisability of interlinking all such records is very questionable. There does not seem to be evidence that it is yet occurring in the unrestricted way anticipated by s4(1)(a), but in the absence of other legislative prohibitions, s4(1)(a) gives public authorities the imprimatur to network record systems, ostensibly to facilitate the access right, but just as easily turned to data matching and similar surveillance uses.

Doubts that UID law will provide data protection


The Unique Identification Authority of India (UIDAI) plans to issue its first ID number ‘between August 2010 to February 2011’. By 2015 UIDAI plans to issue 600 million IDs through various public and private sector ‘registrar’ agencies across the country (see Greenleaf PLBI Newsletter, Issue 105, Feb 2010, p25). UIDAI chairman Nandan Nilekani has a Cabinet-level appointment, and there is a Cabinet Committee on UID Authority. However, the ID system is still operating in a legislative vacuum, with no legislation to establish or control it, nor any general Indian data protection law within which it must operate. The UIDAI is reported to be finalising draft legislation on the UID project by June 2010 and planning to make it available for public comment (Jebaraj, 2010). UIDAI’s consultants on the numbering scheme have also recommended legislation to control the display and communication of UIDs (Kanakia  et al 2010), and its biometrics committee has recommended that iris scans be taken to attempt to overcome ‘the risk that fingerprints might not be sufficient to ensure uniqueness’, and because they are more reliable at a younger age than fingerprints of children (UIDAI, 2010).

The most detailed summary of proposed legislative protections was given in March 2010 by D Mogilishetty (Legal Advisor, UIDAI) in response to questions (Gupta, R, 2010):

· information on the UID database about the individual is limited and the sole purpose is to establish identity of the UID holder,

· authentication services of the UIDAI will respond with a yes or no in relation to queries about a UID holder,

· UID database will not hold information on religion, caste, community, etc.

· UID database will not be able to confirm anything else about the person other than their identity in relation to their UID number.

· there will be no data flow out of the UID database, except under due process of law (e.g. court order).

· UID database will not contain any transaction data.

However, Mogilishetty denied that UIDAI would have any responsibility for denials of service by service providers based on failure to identify, or for use of the UID data for data matching: ‘Convergence of existing databases will need to be addressed and governed under a larger data protection regime applicable to the whole country and therefore this is a matter beyond the mandate of the UIDAI’.
The UIDAI has held meetings with civil society representatives on privacy and other concerns, but human rights lawyer Vrinda Grover  subsequently stated that Nilekani and his team seemed to trivialise the human rights and privacy concerns, dismissing it as a ‘conspiracy theory’ (Jebaraj, 2010). Shekhar Singh, founder member of the National Campaign for People's Right to Information, who chaired one of the discussions at the meeting, is reported to have had similar misgivings (Jebaraj, 2010):

Mr. Nilekani initially seemed to shrug off responsibility about misuse, saying that the UIDAI was only concerned with providing the number, leaving the applications to others. ‘I think there needs to be checks and balances,” Mr. Singh added. “I do feel racial profiling and such misuses should be avoided… but I am not that sensitive to privacy issues,’ he said, pointing out that India as a society was not very privacy-conscious.  However, he also felt that the economic viability of the project and the justification of spending Rs.2,500 crore [US$5 billion] on a project which may not be successful in preventing corruption should be vigorously debated. “No other country has implemented such a system. There should have been a discussion with the people before it was set up”.
It appears, therefore, that this aspect of India’s emerging data protection laws is likely to be controversial over coming months, and likely to deal with only a fragment of the problem. 

National Population Register (NPR) with link to UID register

The India census commenced on 1 April 2010 with house-listing operations and will conclude in March 2011 with the attempt to identify every person in India on March 1 2011. Announcing the Census schedule, Union home secretary G K Pillai confirmed the government’s intention to proceed with the National Population Register. The NPR, to be developed from data collected simultaneously with the March 2011 census data, is intended to record 15 items about each person, primarily to do with identity (including a photograph and 10 fingers biometry of persons above 15 years). R Gupta states that NPR will include name, sex, date of birth, current marital status, name of father, mother and spouse, educational level attained, nationality, occupation, activity pursued, present and permanent addresses along with individual biometrics’ (2010a). 

The NPR is intended to show that a person is a resident of India, not their citizenship, but is also intended to be used later to develop a National Register of Citizens and identity cards to be issued to citizens above the age of 18 years, ‘after weeding out all illegal immigrants who might have got entry into the NPR by any means’ (Mohan, 2010). R Gupta (2010a) says ‘Chidamabaran has cautioned that due care needs to be taken to ensure that “illegal” residents in border districts (Bangladesh, Nepal) don’t worm their way into the NPR giving the census an ominous policing quality’.

The Citizenship Act (as amended in 2003) and the Citizenship (Registration of Citizens and Issue of National Identity Cards) Rules 2003 require the Registrar General of India to establish both a Population Register and a Register of Citizens, and this is considered to mean that the latter is a subset of the former (Pillai, 2010). It is important that the NPR is being created under the Citizenship Act, not the Census Act 1948, because the latter contains express confidentiality provisions (s15) (Ramanathan, 2010).

Although C Chandramouli (registrar general and census commissioner) stresses that the Census and NPR are separate and ‘we are collecting data for these two together just to save time’ (Chatterjee, 2010), this census collection is explicitly not only about providing statistical information to the public or to other agencies.  Chandramouli admits that ‘NPR is linked to the unique identification number (UID) project. We will provide the data to the UID authority. It will scan the biometrics and inform us if there are double or triple biometric signs. We will physically check and inform the authority which data should be accepted. As NPR and UID involve biometrics, there is no way a person can issue more than one identity card or enrol twice. Also, we will publicly display the primary list in villages. Then, it will be sent to the gram sabha before being sent to the UID authority. Thus, the village itself will be able to do the primary scrutiny and tell us if there is something wrong’ (Chatterjee, 2010). As R Gupta puts it ‘The NPR will depend on UID for de-duplication’ (2010a).

Census and caste

Asked whether the census would include questions on caste, Chandramouli stated ‘In independent India, there has never been a census where details related to castes were given. We don’t have that mandate from the government’ (Chatterjee, 2010), confirming earlier comments by Pillai. However, in May 2010 Finance Minister Mukherjee announced that the 2011 Census would require Hindus to record their caste, for the first time since the British-administered census of 1931. Minister Pillai states that the census collectors will simply record the caste information provided to them by householders, but will not be ‘an investigator or verifier’ (Pillai, 2010). Whether the NPR will also permanently identify individuals by their caste, as one of the 15 items recorded about each person, is not yet clear, but it would clearly be a very sensitive privacy issue if this was done.

National Intelligence Grid (NatGrid) 

The National Intelligence Grid (NatGrid) is reported to have received the go-ahead from prime minister Manmohan Singh, after a meeting of the cabinet committee on security, with an official announcement on its formation also expected by June (H Gupta, 2010), though others state that no final decision has yet been made (Ramanathan, 2010). The NatGrid project is promoted by Union home minister P Chidambaram, who was also instrumental in the creation of the National Investigating Agency (NIA) to coordinate and act on intelligence inputs on terrorism. According to reported sources (Gupta, 2010), data from 21 government agencies and departments, and private sector bodies, is to be forwarded to the NatGrid for integration. These sources have variously been described to include  ‘Pan card, voter ID card and ration card details, income tax returns, degrees obtained from schools and colleges, bank account numbers, financial transactions, travel documents, passport details, police stations and jails across the country among others’ (R Gupta, 2010) and ‘railway and air travel, Income Tax, phone calls, bank account details, credit card transactions, visa and immigration records, property records, driving licence’ (R Gupta, 2010a).  R Gupta also claims that ‘NATGRID is expected to be fully operation by May 2011 and will eventually use UID numbers for these inter-database linkages’, and is to be used ‘for real-time monitoring of all residents in the country’ (R Gupta, 2010a).

Growing dissent

The consensus of political parties in India seems to favour these surveillance developments, but civil society organisations and individual activists are now starting to take up India’s growing surveillance structure as an issue of civil liberties. This can be seen from a growing chorus of critical commentaries, and civil society forums organised by the Centre for Internet & Society and others (collected by Gupta, R, 2010). They have a hard struggle ahead.
References

Chatterjee, S (2010) ‘We hope Naxals allow census data collection - Q&A: C Chandramouli, registrar general and census commissioner’ Business Standard, 11 April 2010 <http://www.business-standard.com/>

Gupta, H (2010) ‘Chidambaram has his way as National Intelligence Grid gets PM’s okay’  Daily News & Analysis (DNA) website May 12, 2010 <http://www.dnaindia.com/dnaprint910.php?newsid=1382016>

Gupta, R (2010) ‘Bourgeois Inspirations’ website, section on ‘UID Resources’  http://bourgeoisinspirations.wordpress.com/uid-resources/
Gupta, R (2010a) ‘A Gathering Storm – How UID Will Transform India Into A Police State’, on Desicritics.org website and available at <http://bourgeoisinspirations.wordpress.com/2010/03/22/how-uid-will-transform-india-into-a-police-state/>

Jebaraj, P (2010) ‘UIDAI draft law by month-end’ The Hindu 11 May 2010 <http://beta.thehindu.com/news/national/article426772.ece>

Kanakia, H, Nadhamuni, S, and Sarma, S (2010) A UID Numbering Scheme, UIDIA, May 2010 <http://www.uidai.gov.in/documents/A_UID_Numbering_Scheme.pdf>

Mohan, V (2010) ‘Census kicks off from April 1’ Times of India 31 March 2010 http://timesofindia.indiatimes.com/
Pillai, G K (2010) ‘Home Minister's statement on Census 2011 and NPR’ May 10, 2010 <http://nprindia.blogspot.com/2010/05/home-ministers-statement-on-census-2011.html>
Ramanathan, U (2010) ‘Implications Of Registering, Tracking, Profiling’ The Hindu 7 April, 2010

UIDIA Ensuring Uniqueness: Collecting iris biometrics for the Unique ID Mission, UIDAI (undated) 2010
