Indian ID draft Bill weak on data protection

Graham Greenleaf, Professor of Law & Information Systems, University of New South Wales

Published in (2010) 106 Privacy Laws & Business International Newsletter 
The Unique Identification Authority of India (UIDAI) has released a draft National Identification Authority of India Bill 2010, allowing only two weeks for public comment (by 13 July). The draft legislation is incomplete in that large areas of its substantive content are to be included in regulations and rules, which are not included with the draft. India’s ID number (see PL&B International, February 2010, p25 and PL&B International, June 2010, p15) is proposed to be issued to 600M people within four years, and India currently has no data protection laws. For all its flaws, this Bill will be India’s first significant piece of data protection legislation if it is brought into effect quickly.

The Bill will rename UIDAI as the ‘National Identification Authority of India’ (s11). It will consist of a Chairman and two part time Members appointed by the Central Government, and will have limited independence because the central government can give it written directions on questions of policy. The ID number has been renamed as the ‘aadhaar number’  (meaning ‘foundation’). I will stick to UIDAI and ‘UID’ (for ‘unique ID’), as these are the terms used to date.

The Central Identities Data Repository (CIDR), register for identity information on 1.2 billion people, may be operated by the Authority or it may outsource its operation (s7). There is no restriction on it being outsourced to private sector entities or to foreign entities, and no need for regulations and hence no capacity for Parliamentary disallowance. In theory, it could even move the CIDR offshore, though this might be expected to result in a written direction from the government. In fact, UIDAI can also outsource any of its other functions, but must outsource others by (disallowable) regulations (s7). It seems extremely convenient that what would probably be the world’s largest outsourcing contract has been removed from Parliamentary scrutiny. 

A pseudo-voluntary ID number

Obtaining a UID is stated to be voluntary in all UIDAI publications, but all the Bill states is that ‘Every resident shall be entitled to obtain an aadhaar number’ (s3(1)). There is nothing to prevent government departments or others from refusing to provide services if someone does not have a UID, and UIDAI has explicitly acknowledged that agencies or governments may mandate it in future. The ‘entitlement’ to a UID is also questionable, as the Bill only provides that the Authority ‘shall … issue’ a UID after it verifies the demographic and biometric information provided in relation to a person (s3(2)).  There are no specific rights of appeal provided in the Bill which will operate where the Authority fails or refuses to issue a UID or where a person and the UIDAI dispute the person’s ‘entitlement’. It is extraordinary that there is no ‘built-in’ right of appeal to a specialised Tribunal against refusal to issue a UID.

The Bill allows the ‘biometric information’ which UIDAI may require from a UID applicant to be specified by regulations (s2(e)).  There has already been a significant escalation in all three biometrics (3 photos, 10 fingerprints and 2 iris scans) from the original specifications, so it is reasonable to ask what further expansion is likely?  The legislation places no limits on this other than the possibility of Parliamentary disallowance: ‘function creep’ has been built in. The ‘demographic information’ which the UIDAI can require is similarly open-ended. Other than race, religion, caste, tribe, ethnicity, language, income or health, any characteristic of a human population can be specified by regulations for collection. Function creep has already been considerable since the original UIDAI specifications. The Bill also authorises the UIDAI to require that individuals update any of this biometric or demographic information as it requires (s8), so the CIDR could become a full-fledged regularly updated population register.

Rudimentary privacy protections

Chapter VI ‘Protection of Information’ of the Bill is a rudimentary data protection code, given that India has no data protection laws in effect. The UIDAI is required to ensure the security and confidentiality of identity information (s30(1)), and to implement security safeguards to protect against loss or unauthorised access, use or disclosure (s30(2)). In India’s data protection vacuum, any protective provisions are of some value, but these are not fully-developed data protection provisions because they are not accompanied by any mechanisms by which individuals may insist that suspected breaches are investigated and if necessary compensated.

There is a general prohibition against the Authority or any of its staff revealing any information in the CIDR (s30(3)). This is overridden (not surprisingly) by the specific authority to respond to authentication queries with a ‘yes’ or ‘no’ answer (s5), but not with demographic or biometric information. The Authority must keep records of all such queries and its replies (s32), and make this information available to UID holders on request (s32(2)). Where UID holders claim that their demographics or biometrics as recorded by the Authority are wrong or have changed, they can request the Authority to change them (s31). But there is no independent tribunal before which UID holders can enforce these ostensible rights. In contrast, individuals would also have a right to access (but not to correct) their demographic and biometric information under India’s Right to Information Act 2005. This Bill is once again deficient in providing due process.

Part V of the Bill includes a wide range of penal provisions against parties who do not comply with the Act, against improper disclosures of information by parties involved in the system, and against individuals providing false information or attempting identity fraud. 

Who can access CIDR information?

In the Bill , the only stated exceptions to the prohibition on disclosures of identity information in the CIDR are for disclosures pursuant to an order of a competent court (s33(a)), or in the interests of national security and approved at the highest political level (s33(b)). Will the legislative process continue to exempt CIDR from all laws concerning, say, requests for data concerning criminal suspects, where perhaps the authorities hold fingerprints of a suspect but no other identifying data? However, when compared with many data protection laws, the current exceptions in the draft Bill are restrained and ‘pro-privacy.

But this is not the end of the story, because UIDAI is empowered to make regulations for ‘sharing … the information of aadhaar number holders, with their written consent, with such agencies engaged in delivery of public benefits and public services as [it] may by order direct’ (s23(2)(k)).   This pseudo-voluntary ‘data sharing’ only applies to the public sector.  In addition, and applying to both the private and public sectors, there is a potentially very dangerous provision that an UID holder ‘may request the Authority to provide access to his identity information in such manner as may be specified by regulations’ (s30(3) proviso). Depending on what the regulations say, this provision could provide a ‘back-door’ entry for agencies and companies to obtain copies of the demographic and biometric data held on CIDR, a process usually called ‘forced access’ and regarded as very anti-privacy. 

So, while the Bill does not provide for mass data matching of the whole clientele databases of other government agencies against the CIDR, provided agencies are patient they can obtain much the same result through pseudo-voluntary individual consents to the disclosure of demographic and biometric data. It can be on a regular basis, if UIDAI’s regulations allow this.

Use of the UID number and authentication by others

How will the UID and identity information (demographics and biometrics) be used by those outside the Authority? First is the obvious use, that anyone will be able to make ‘authentication queries’ about a UID-holder (and get a yes/no answer). Second are the public sector ‘data sharing’ uses, and the private/public sector ‘forced disclosures’, already discussed. Third, while UIDAI says it will not issue ID cards, it will issue something very like one, which may become a ‘poor man’s ID card’. It will send each registrant a letter with ‘a tearaway portion which has the UID number, name, photograph and a 2D barcode of the finger print minutiae digest’. However, Registrars in both public and private sectors will be encouraged to issue higher integrity ID cards containing the UID and the biometrics collected for the purpose. UIDAI expects it will regulate the appearance of such ID cards. The privacy implications of the inclusion of these demographics and biometrics on many cards are likely to be complex. A fourth means of proliferation, not addressed by the Bill, is that there will be no restrictions on ID numbers forming the basis of databases of any private or public sector organisations collecting them from individual, thus making data matching much easier.

Conclusions

This legislation, and the ID system it implements, deserves careful attention from anyone interested in the global development of data protection. The Indian government should considering strengthening this Bill to make it consistent with any international data protection standard.

The draft Bill is available under ‘Legislation and Guidelines’ at <http://www.uidai.gov.in/>. A more detailed analysis will appear in Computer Law & Security Review.
