Japan plans comprehensive ‘smart’ ID system by 2015
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In June 2010 Japanese Prime Minister Naoto Kan announced a six month period of public comment on the idea of a new ‘number system for social security and taxation’ to complement a revision of the pension system, and the establishment of the Council for a Number System for Social Security and Taxation. The initial announcement proposed three different models of an ID number system for consideration: (i) to limit the use of the ID number to taxation purposes; (ii) to use the ID number for taxation and social security programs such as the collection and payment of pensions; and (iii) to use the ID number for various purposes other than taxation and social security programs, such as resident registration. The systems in Germany, the USA and Sweden, were seen as analogous to the three options.

The Yomiuri Shimbun has reported that a draft plan has now been released on 28 January 2011 by a study group of the Council headed by the Prime Minister. The full Council is now expected to endorse the proposal and the preparation of a detailed plan by June, followed by a bill to be submitted to the Diet this year. Whether the proposal is really for option (ii) or option (iii) depends on details yet to come, but its tentative name is ‘Number System for Social Security and Taxation’.

The total cost to build the national ID system is estimated to be between 400 billion yen and 610 billion yen.

Available details
The system, according to the draft plan, would be of very broad scope. It would be compulsory for all citizens, as well as medium- and long-term foreign residents and those with permanent residency. A unique number, probably based on the current resident register number, would be allocated to each person. The register of persons covered by the system would store personal information such as name, date of birth, address, gender, annual income and number of dependents. Registered corporate bodies, estimated at 2 million, would also be subject to the ID system.

Each person would be given a ‘smart’ (chip-based) ID card which would function as health insurance cards, nursing-care insurance cards and pension books. Among the mooted advantages of the ID system are reduction of documents needed to complete government formalities; that individuals applying for welfare benefits with several different city, town or village governments may be detected; possible introduction of a negative income tax; and the possibility that people could be ‘exempted from paying for nursing or medical care when their payments for these services go above a certain level on an annual basis’.

The draft plan proposes to address privacy concerns primarily by establishing a ‘third-party’ organization to monitor the system, the National Supervisory Authority for Protection of Personal Information (NSAPPI). The NSAPPI will assist in giving citizens and other card-holders a way to determine whether their personal data has been leaked, by checking who has had access to their information, and also the prevention of unauthorised use outside the purpose of the national ID. Applicable penal provisions will also be strengthened. The extent of access to any of this information by the private sector, or interconnection with private sector systems, is not yet clear.  

An ambitious timetable

The Prime Minister’s office will head a secretariat to promote the ID system and ‘will sponsor nationwide study meetings … before submitting any bills to the Diet’. The government has announced a timetable to publish a further outline of the Number System by June 2011; to submit the National ID Act to an Extraordinary Diet Session in Autumn 2011 and then commence building the system; to establish the National Supervisory Authority for Data Protection (NSADP) in January 2014; to issue ID numbers and cards from June 2014; and to launch the system in January 2015. The third party monitoring organisation (NSADP) will not, however, be set up until 2014, by which time the system’s architecture will be in place, so it will not have any effect on its initial development.

ID systems built on such ambitious timetables are easy for governments to announce, but harder to deliver. There has previously been considerable unease about such ID system proposals in Japanese political parties, and in the broader community, and the government may still face considerable opposition. Given that Japan does not have any national Data Protection Authority, it will be interesting to see whether the NSAPPI proposal develops toward such a broader body, or remains confined (as proposed) to the ID system. Governments often have to make major privacy concessions in order to have ID systems implemented.

The quotes, and most of the details of the proposal, are from the article below by Hiroshi Arimitsu, with additional details provided by Prof. Fumio Shimpo
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